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Sample®=R{THl(Windows WSL2 ubuntu)

F&O0penjdk Ebuild-essential z ANCTHEEEX T

Serverfllld>iz 5 _EF
'G} hotta@SR19-005: ~/src/conclave-sdk-1.1/hello-world
C : N
| [CENSE . txt build.gradle gradle.properties gradlew.bat settings.gradle
README . md

$ ./eradlew host:run

> Task :enclave:generatebnclaveMetadataSimulation
Fnclave code hash:  CBF763480954775CAZ0DF /67EC8F447CAZ3DB73E4F05BC1235B4628843848B43
Frnclave code signer: 4974CA3A9C8741A3C0AATAZ4A407AASB40102E79F ASFFS493204A798A94 2 16604

> Task :host:run

This platform does not support hardware enclaves: SGX_DISABLED UNSUPPORTED CPU: SGX is not supported by the CPU in this
SysTem

| istening on port 9999, Use the client app to send strings for reversal.
4 -> 95% EXECUTING [47s]
> thost:run



Sample®=R{THl(Windows WSL2 ubuntu)

Clientflld>Z=17

"'::} hotta@SR19-005: ~/src/conclave-sdk-1.1/hello-world

L ICENSE. txt README.md UPGRADING.md
: $ cd hello-world/
; $ ./gradlew client:run -—args="HORITA RIHO"
Starting a Gradle Daemon, 1 busy Daemon could not be reused, use --status for details

> Task :client:run
Attempting to connect to localhost ;9999
Connﬁcéed E?Mﬁﬁz%%gNattestation for enclave CBF763460954775CAZ00F 767ECE8F447CAZ30B73E4F05BC1235B467384 3848843
- Mode:
- Code signing key hash: 4974CA3A0C874 14300441 A244407 4436401028 79F AQFFE4937204 79584947 16604
- Public signing key: 302A300506032B65 /00321000 70159588850FZECO0BE4C36C31FO0EDZ /601 44F 10C0 7 /DZ294F3F 28F 04 ZEDEBE
- Public encryption key: 4092642BF5C7BI300B91208092300E3BFEOS53 1309561 /BF3ES0D7Z0F84E151
Product [D: 1
- Revocation level: 0O

Assessed security level at 2021-11-24T21:56:54.0897 is [NSECURE
- Enclave is running in simulation mode.
Sending the encrypted mail to the host.
Reading reply mail of length 182 bvtes.
Erclave reversed "HORITA RIHO® and gave us the answer "OHIR ATIROH

in Bs
7 actionable tasks: 1 executed, 1 up-to-date

-



Sample®=R{THl(Windows WSL2 ubuntu)

serverflll(client E174%)

'G} hotta@SR19-005: ~/src/conclave-sdk-1.1/hello-world

L [CENSE . txt bQiId.gradle gradle.properties gradlew.bat settings.gradle
README . md

hot ta@5R19-005: " /=rc/conc lave-sdk-1.1/he | lo-wor |d} . /gradlew host:run
Starting a Gradle Daemon (subsequent builds will be faster)

> Task :enclave:generateEnclaveMetadataSimulation
Frclave code hash:  CBF/63460954 7 /5CAZ00F /6 7ECEF 44 7CAZR0B73E4F05BC 1 2308462884384 8843
Enclave code signer: 4974043400824 1A3C0AA 1 AZ444074A8640107B79F ASFFS49320A 7954947 16604

> Task :host:run
This platform does not support hardware enclaves: SGX _DISABLED UNSUPPORTED CPU: SGX is not supported by the CPU in this
svstem
L istening on port 9999, Use the client app to =send strings for reversal.
Remote attestation for enclave CBF/B3460954775CAZ00F767ECSF447CAZ30BY3E4F0RBL1230B4628843848B4.3
- Mode: SIMULATION
- Code signing key hash: 4924CA3430874143C004A1AZ4A407A48640102B79F ASFFB493204A7984947 16604
Public signing key: 3024300506032B65 70032100070 159538855F2EC00B34C36C3 1FOOEDZ /601 44F 1000770294 F 3F28F 54 ZES8ES
Fublic encryption key: 4092847BFhC7/BEI300BS1208092300E3BFEDSS31FB09661/BF3EB0D/20FB4E 151
Product ID: 1
Revocation level: O

Aesessed security level at 2021-11-24T21:65:54.0897 is INSECURE
- Enclave is running in simulation mode.

Reversing Hello Wor ld!: !diroW ol leH

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.
llse "—-warning-mode all’ to show the individual deprecation warnings.
See https://docs.gradle.org/6.6.1/userguide/command | ine interface.html#sec:command | ine_warnings

in Zm 13s
19 actionable tasks: B executed, 13 up-to-date




) Jrkp &EE =|RE) =RV BIEG TR O Y-SHL@M ALTH) Client java - hello-world [WSL: Ubuntu-20.04] - Visual Studio Code — X

@ T9AT0-5- Clientjava 1 X >~ @
“ HELLO-WORLD [WSL: UBUNTU-20.04] client > src > main > java > com > r3 > conclave > sample > client > Clientjava > % Client > @ main(String[])
> gradle JdavVa.lllU.Llidl SCl.aLalludiuilial 5< \_b_‘,
. java.security.PrivateKey;
v client
2 bin client { .
> build Run | Debug
v src/main/java/com/r3/conclave/s... void main(String[] args) Exception {
Clientjava
build.gradle
v enclave
~ bin

~ main/com/r3/conclave / sample / enclave

ReverseEnclave.class if (args.length = @) {
v test/com/r3/ conclave / sample / enclave System.err.println("Please pass the string to reverse on the command line using --args=\"String to Reverse\"");
return;

MockTest.class
~ build }

string toReverse = string.join(™ ", args);
> classes
> conclave
> generated DataInputStream fromHost;
> libs DataOutputStream toHost;
> tmp while ( ) {
™ sIC try [

system.out.println("Attempting to connect to localhost:9999");

~ main/jav. m/r3 clave /sam...
LA AR A R ACTIE A Socket socket = new Socket();

ReenezlErl socket.connect (new InetSocketAddress(InetAddress.getloopbackAddress(), 9999), 5@0e);
> test fromHost = new DataInputStream(socket.getInputStream());
build.gradle toHost = new DataoutputStream(socket.getoutputStream());
> gradle 41 break;
% (st  catch (Exception e) {
S bin system.err.println("Retrying: " + e.getMessage());
Thread.sleep(2000);
~ build }
~ classes/java/main/com/r3/conclave/s... }
R
2 A byte[] attestationBytes = new byte[fromHost.readInt()];
P AR fromHost.readrully(attestationBytes);
> MAVEN EnclaveInstanceInfo attestation = EnclaveInstanceInfo.deserialize(attestationBytes);
> WSL: Ubuntu-2004 ®0A4 TN F23 AN-X4 UTF8 IF Java & JavaSE11 & L2

Confidential © 2019 SBI R3 Japan, Inc. All Rights Reserved.



) Jrkp &EE =|RE) =RV BIEG TR O Y-SHL@M ALTH) Client java - hello-world [WSL: Ubuntu-20.04] - Visual Studio Code — X

‘ @ T7270-5-
~ HELLO-WORLD [WSL: UBUNTU-20.04]
> .gradle
v client
> bin
> build
v src/main/java/com/r3/conclave /s...
Clientjava
build.gradle
v enclave
~ bin
~ main/com/r3/conclave / sample / enclave
ReverseEnclave.class
~ test/com/r3/conclave /sample/enclave
MockTest.class
v build
> classes
> conclave
> generated
> libs
> tmp
V sIC
~ main/java/com/r3/conclave / sam...

ReverseEnclay

> test
build.gradle
> gradle
~ host
> bin
~ build

~ classes/java/main/com/r3/conclave/s...
R
> PRIy
> JAVA PROJECTS
> MAVEN

> WSL: Ubuntu-20.04 ®0A4

Client,j

al X >~ [

client > src > main > java > com > r3 > conclave > sample > client > Clientjava > % Client > @ main(String][])
fromHost.readrully(attestationBytes);
EnclaveInstanceInfo attestation = EnclaveInstanceInfo.deserialize(attestationBytes);

"

System.out.println{"cConnected to " + attestation);

EnclaveConstraint.parse(”S:360585776942A4ESA6BD70743E7C114A81FOE901BF98371D27D55A241C738AD9
+ "S:4924CA3A9C8241A3CEAA1A24A407AAB6401D2B79FAIFF84932DA798A942166D4 "
+ "S:0000000000000000000EE000APHAVERNOBDAPRNVARANNANERVPEPOPBRERA PROD:1 SEC:INSECURE™).check({attestation);

PrivateKey myKey = Curve25519PrivateKey.random();

PostOffice postOffice = attestation.createPostoffice(myKey, "reverse");
byte[] encryptedmail = postOffice.encryptMail(toReverse.getBytes(StandardCharsets.UTF_8));
System.out.println("Sending the encrypted mail to the host.™);

toHnst .writeTnt(encrvntedMail . leneth):
T41.5123 AR-Z:4 UTF-8 LF Java & JavaSE11 & (2

Confidential © 2019 SBI R3 Japan, Inc. All Rights Reserved.



) Jrilkp ®EE F|RE TN BEG EFTR F-HLD ALIH)

@ T7270-5-
~ HELLO-WORLD [WSL: UBUNTU-20.04]
> .gradle
v client
> bin
> build
v src/main/java/com/r3/conclave /s...
Clientjava
build.gradle
v enclave
~ bin
~ main/com/r3/conclave / sample / enclave
ReverseEnclave.class
~ test/com/r3/conclave /sample/enclave
MockTest.class
v build
> classes
> conclave
> generated
> libs
> tmp
V sIC
~ main/java/com/r3/conclave / sam...

ReverseEncla

> test
build.gradle
> gradle
~ host
> bin
~ build

~ classes/java/main/com/r3/conclave/s...
R
> PRIy
> JAVA PROJECTS
> MAVEN

> WSL: Ubuntu-20.04 ®0A4

Clientjava - hello-world [WSL: Ubuntu-20.04] - Visual Studio Code — X

client > src > main > java > com > r3 > conclave > sample > client > Clientjava > % Client > @ main(String][])

PrivateKey myKey = Curve25519PrivateKey.random();

Postofftice postoffice = attestation.createPostoftice(myKey, “reverse”);
byte[] encryptedMmail = postOffice.encryptMail(toReverse.getBytes(StandardCharsets.UTF_8));
System.out.println{"Sending the encrypted mail to the host.™);

toHost.writeInt(encryptedMail.length);
toHost.write(encryptedmMail);

byte[] encryptedReply = new byte[fromHost.readInt()];
System.out.println("Reading reply mail of length " + encryptedReply.length + " bytes.");
fromHost.readrFully(encryptedReply);

EnclaveMail reply = postOffice.decryptMail(encryptedReply);
System.out.println{"Enclave reversed "

wi

+ toReverse + and gave us the answer

'

+ new String(reply.getBodyAsBytes()) + °

toHost.close();
fromHost.close();

741,522 AM-A:4 UTF8 LF Java % JavaSE11 & [
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